HNugopmanmonHasi naMATKA 11 HeCOBEPILICHHOJIETHHUX 110 BOIIPOCAM
KH0epOe30NacHOCTH

B ceTu «MHTEpHED»

KoMnbloTepHble BUPYCHI

KomnproTepHBIid BHUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO
(xonupoBaHuio). B nomnoiHeHHEe K 3TOMY, BHUPYCHl MOTYT TMOBPEIUTH WIH
MOJIHOCTBIO YHUUTOXKUTH BCE (DAIbl U TaHHBIC, TTOJKOHTPOJILHBIE MOJIB30BATEIIO,
OT UMEHU KOTOPOro Oblja 3amylleHa 3apakEHHAs IporpamMma, a TaKkKe MOBPEAUTh
WIN JITa)K€ YHUYTOXKHUTH ONEPAllMOHHYIO CHUCTEMY CO BceMmH (aiinamu B 1esiom. B
OOJIBIIMHCTBE CIIy4aeB PaclpOCTPAHSAIOTCA BUPYChI U€pe3 UHTEPHET.

MeToasbl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcenonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. [locrossHHO ycTaHaBnuBal matuu (UUQPOBBIE 3aIlIaTKH,
KOTOpbIE€ aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEJIbIO  J10pabOTKH
OporpaMMbl) U Jpyrue OOHOBJIEHUSI CBOEH OINEpaliOHHON CHCTEMBI.
CkauyuBail Ux TOJbKO ¢ oduuuanbHOro caiita paspadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHUSI, BKJIIOUYH €r0;

3. PaboTait Ha cBOeM KOMITbIOTEPE IO MpaBaMH IMOJIH30BATENS, a
HE aJMHHHCTpaTopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4, Hcnonb3yil aHTUBHPYCHBIE IPOTPAMMHbIE POAYKThI H3BECTHBIX
MIPOU3BOIMTENIEH, C aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

S. Orpanuup  (u3MUECKUA JOCTYNl K  KOMIBIOTEPY IS
NOCTOPOHHUX JIULI;

6. Hcnonw3yil BHemHHME HOCHUTENW WHPOPMAIUMA, TaKWe Kak
bnemka, auck wunu  (Qaitn u3 HMHTEepHETa, TOJIBKO W3 MNPOBEPEHHBIX
MCTOYHUKOB,;

1. He otkpbpiBaii KOMMBIOTEpHBIE (ailyibl, TMOMYYEHHBIE U3
HEHAJ&KHBIX HMCTOYHMKOB. J[laxke Te aiinbl, KOTOpble Tpucial TBOH

3HaKOMbI. Jlydilie yTo4HM y HETo, OTIPABJISUI U OH TeOe UX.



Ceru WI-FI

C momompto WI-Fi MOXHO MOJyduTh OCCIIATHBI WHTEPHET-IAOCTYI B

0OIIIECTBEHHBIX MeCTax: Kade, OTesIX, TOPTOBBIX IIEHTPAaX W a’pomoprax. Tak ke
SIBIIIETCS OTJIMYHOM BO3MOYKHOCTBIO BbIXOna B MHtepHer. Ho MHOrme skcreprsl
CUYHUTAIOT, uTO obmenoctynHbie WiF1 ceTu He SIBISIOTCS O€3011aCHBIMH.

CoBeThbl 110 0€30I1aCHOCTH PA0OTHI B 001Ie0CTYNHBIX ceTsix Wi-fi

1. He nmepemaBaii cBor JuuyHyr0 HWHPOPMAIMIO  Yepe3
obmenoctynaeie Wi-Fi cetn. Paborass B HUX, KenarelbHO HE BBOIUTH
MapoJIH JIOCTYIA, JIOTUHBI U KaKWe-TO HOMEPA;

2. Ucnions3yil u OOHOBISN aHTUBUPYCHBIE TIPOrpaMMbl U
OpanaMmaysp. Tem caMbIM Thl 00€30TaCHIIIb ce0sl OT 3aKaYKK BUpYyca Ha TBOE
YCTPOWCTBO;

3. IIpu wucnonb3zoBanun Wi-Fi otkmoun QyHkuo «O0mmii
JOCTYM K (aiinaM u npuHTepamy. JlanHas QyHKIMS 3aKpbITa 10 YMOJYAHUIO,
OJIHAKO HEKOTOpbIC IOJBh30BATEIM AaKTUBHPYIOT €€ Juisi  yanoOcTBa
UCIIOJIb30BaHUs B paboTe uin yueoe;

4, He wucnonws3yit nyOmumuneiidi WI-FI s nmepenaum audHbIX
JIAHHBIX, HAMPUMeEp, JJI1 BBIXOJIa B COLMAIIBHBIC CETHU WA B DJIEKTPOHHYIO
MouTYy;

S. Ncnone3yii Tonpko 3amuuieHHoe coenuHenue yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope BeO-anpeca BBOAU UMEHHO «https://»;

6. B Mo6unsHOM Tenedone otkimoun Gpynkuuto «IlogkinroueHue k
Wi-Fi aBromarmueckm». He momyckaii aBTOMaTHYECKOTO TMOIKIIOYCHHMS

ycTpoicTia K cetsiMm Wi-Fi 0e3 TBoero cornacus.

ConuajbHbIE CeTH

CormanbHasi CeThb - 3TO CalT, KOTOPBIA MPEAOCTABIISIET BO3MOXKHOCTb JIFOJISIM
OCYILIECTBIIATh OOIIeHHe MexAy coOod B mHTepHere. Yame Bcero B HUX IS
Ka)KJIOTO YEJIOBEKA BhIICIISICTCS CBOS JIMUHAS CTPAHWYKA, Ha KOTOPOHM OH yKa3bIBaeT
0 cebe pa3nuuHyr0 WHPOpPMAIUIO, HAYMHAS OT UMEHH, (aMWIMU U 3aKaHYMBas
JUIHBIMU QoTorpadusimu. MHOTHE TOTB30BaTENN HE IOHUMAIOT, 4TO HH(pOpMaIus,
pa3MeIIeHHAst UMU B COIMAIIBHBIX CETSIX, MOXKET OBITh Hai/ICHA M HCTIOJIb30BaHa KEM

YIrogHo, B TOM 4YHCJIC HE 00s3aTeJILHO C OJJaruMH HaMCPCHUSAMMU.



OcHOBHBIE COBETHI M0 0€30MMACHOCTH B COLMAIBbHBIX CeTHX:

1. Orpanuyb CIUCOK Jipy3eid. Y TeOs B JIPy3bsX HE JIOJKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammiiail CBOIO 4YacTHYIO »KM3Hb. He yka3biBail mnapoiiu,
TenedoHbl, ajipeca, JaTy TBOETO POXKICHUS U JPYTYIO JUYHYIO HH(pOpMaIuio.
3110yMBIIUIEHHUKHA MOTYT MCIOIb30BaTh Jake HHGOPMAIIUIO O TOM, KaK ThI
Y TBOM POAUTEIIN IJIAHUPYETE IPOBECTH KAHUKYIIBL;

3. 3amuian CBOK penyTalMio - JEpKU €€ B YACTOTE W 3ajaBai
cebe Bompoc: XOTeNn Obl Thl, YTOOBI APYTHE MOJb30BATENNA BUAEIH, YTO ThI
3arpyxaemb? Ilogymaii, mpexjae 4em 4ro-To OIyOJMKOBaTh, HamucaTrh U
3arpys3uTh;

4.  Ecam Tl TOBOpHIIL C JIIOJIBMH, KOTOPBIX HE 3HAaEllb, HE
UCIIOJIb3YH CBOE pEAIbHOE UMS U JPYTYIO TUYHYIO HH(POPMALIMH: UMSI, MECTO
YKUTEIIbCTBA, MECTO yueObl U MpoYee;

S. N36eraii pasmemenust dotorpaduit B MHTEepHETE, TIe THI
U300pakeH Ha MECTHOCTH, 10 KOTOPOMl MOXKHO ONPENEIUTh TBOE
MECTOMOJIOKEHHE;

6. Ilpm peructparuu B COLMATIBHOW CETH  HEOOXOAMMO
UCIIOJI30BaTh CIIOXKHBIE MApoOJiM, cocrosime U3 OykB M Ludp U c
KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JIJist conuanbHOM CEeTH, TIOUTHI U JIPYTUX CAUTOB HEOOXOAMMO
UCIIOJI30BaTh pa3Hble Mmapond. Torma eciad TeOs B3JIOMAaKOT, TO

3JIOYMBIIIJICHHUKHA I10JIY4YaT AOCTYII TOJBKO K OJHOMY MCCTY, a HC BO BCC

cpasy.

DJICKTPOHHBbIE TeHLI'H

DJIEKTPOHHBIC JEHBIM — 3TO OYEHb YAOOHBIA CHOCOO IUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JICHBTH.

DNEeKTPOHHBIC JICHBI'U TTOSBUJIUCH COBCEM HEJITABHO M UMEHHO M3-3a ATOTO BO
MHOTHX TOCYJapCTBax J0 CUX TOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe onn yHKIIMOHUPYIOT U O HUX YK€ TIPOIHMCAHO B 3aKOHE, TJI€ UX
pasnensoT Ha HECKOJIbKO BHUJIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3Huiia B ToMm,

YTO AHOHMMHBIC - 3TO TC, B KOTOPBIX Pa3pCiIacTCsa MPOBOAWTL OIICpalinn 0e3
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UACHTU(UKALINY [T0JIb30BATENS, @ B HE aHOHUMHBIX UJICHTU(HUKALIMY 10JIb30BaTEIsS
ABIIAETCS 00S3aTENBHOM.

Takxke crnenyer pas3iuyaTh DSJIEKTPOHHBbIE (HUaTHbIE JAEHBIH (pPaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U D3JICKTPOHHbIE He(dUATHBIE ACHBIM (HE PaBHBI
rOCyJIapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe C 3JIEKTPOHHBIMHY ICHbI'AMH:

1. [TpuBsku K cueTy MOOMIIbHBIN TeneoH. ITO camblil yAOOHBIN U
OBICTPBIN CITOCOO BOCCTAHOBHTH JOCTYH K cueTy. [IpuBsizanHbIi TenedoH
MIOMOJKET, €CIU 3a0yAellb CBOM IUIATEKHBIN MAapOJIb WU 3aiiIellb Ha CANT C
HE3HAKOMOT'0 YCTPOMCTBA;

2.  Ucnonp3ylhi opHopasoBele maponu. llocne mnepexona Ha
YCWICHHYIO aBTOpHU3AIUIO TeOe yke He OyJeT yrpoKaTh OMACHOCTh KpaxXu
WM MepexBaTa IIaTeKHOro MapoJis;

3. Bri0epu cnoxHubiii maposb. IIpectynHukam OyaeT HE MpPOCTO
yrajgarh CIIOXHBIM Napoiib. HaxexxHble maponu — 3TO MAapojv, KOTOPbIE
coJepKaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s CTPOYHBIC U IMPONUCHBIE
OyKBBI, IU(PPBI U HECKOJBKO CMMBOJIOB, TAKME KakK 3HaK JoJuiapa, (yHTa,
BOCKJIMLIATENbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIC JIaHHBIE HA CalTax, KOTOPHIM HE

JIOBEPSEILIb.

DJICKTPOHHAS MOUYTA

DIIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPENOCTABISEMBIE €0 YCIYTH T10
NEPECHUIKE U MOJTYYEHHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPbIE pacpeIestoTCs B
KOMIbIOTEpHOU ceTh. OOBIYHO DJICKTPOHHBIM TOYTOBBIA SIIUK  BBITJISIAT
CJIETYIOIIUM 00pa3oM: UMs_T0JIb30BaTeNA(@WUMs_JoMeHa. Taxke Kpome rnepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MIEpeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiibHBIA NOUTOBBIN cepBuc. B MuTepHere
€CTb OTPOMHBIA BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4IlEe
JIOBEPSITh TEM, KOI0 3HACIIb U KTO NIEPBBIA B PEUTHUHTIE;

2. He yka3piBali B JMYHOM TOYTE JIMYHYIO HH(OpMAIUIO.
Hanpumep, nydiie BbIOpaTh «My3bIKaJIbHBIA (aHaT@» uimm «pok2013»

BMeCTO «TeMal3y;



3. Hcnonp3yil ABYXAITalHYIO aBTOPU3ALNIO. JTO KOTAA MOMHMO
NapoJisi Hy’)KHO BBOJUTH KOJ, IPUChUIaeMbIi 110 SMS;

4, BriOepu ciioxHBIA maposb. s Kakaoro mouTtoBOrO SIIUKA
JOJKEH OBITHh CBOM HAJECKHBIN, YCTOMYUBBIN K B3JIOMY [1apOJIb;

5. Ecam ectp BO3MOXXHOCTh HAaNucaTh CaMOMY CBOW JIMUHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. HUcnonws3yii HECKOJIBKO TMOYTOBBIX SIMUKOB. llepBwii js
YaCTHOM MEpEeNnucKu C ajapecaraMH, KOTOPbIM Tbhl JOBEpACHIb. IJTO
AIIEKTPOHHBIN aJIpec HE HaJI0 UCIIOJIb30BATh IIPHU PETUCTPALIUU Ha (popyMax u
caunrax;

7. He otkpbIiBail ailsibl U Jpyrue BIOKEHUS B MUCbMaX JaxKe €Clin
OHM MPUIUIA OT TBOUX JApy3ei. Jlydille yTouHU y HHUX, OTHPABIISUIM JIX OHH
Tebe 3T (ailibl;

8. Ilocnme okoHyanuss pabOTHI HA TOYTOBOM CEpBHCE TMEpen

3aKPBITHUCM BKJIAAKH C CalTOM HE 336}’,&5 HaXkaTh Ha « BeIATHY.

KuoepOv/IMHT WM BUPTVAJLHOE H31€BATEeILCTBO

KubepOymuHr —  mpeciejoBaHre€  COOOIIECHUSIMH,  COJEpKaIIUMU
OCKOpOJIeHuS, arpeccuio, 3aMyrMBaHuUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYJITMHIOM:

1.  He Opocaiics B 60i. JIy4mnii cmoco0: mocoBEeTOBATHCSA Kak ceOst

BECTU U, €CIM HET TOro, K KOMY MOHO OOpaTUTbCs, TO BHauaje

yCHOKOUThCS. ECM Thl HAUHENIh OTBEYATh OCKOPOJIEHUSIMH HA OCKOPOJICHNUS,

TO TOJIBKO €I1le O0JIbIIIe Pa30XOKeIb KOH(IIUKT;

2. VYmpasnsii cBoeit kubeppernyTaiuei;
3. AHOHMMHOCT, B cetu MHHUMas. CyllecTBYIOT CIOCOOBI

BBISICHUTH, KTO CTOMT 32 aHOHUMHBIM aKKayHTOM;

4, He crout BecTw Xynuranckuii o0pa3 BUPTYaJIbHOW >KU3HM.

HNuTepHeT hukcupyeT Bce TBOU JSHCTBUS M COXPAHSIET UX. Y JAIUTh UX OyIeT

KpaiiHe 3aTPyAHUTEIIBHO;

5. Benu ceb6s BEXINBO;



6. HUrnopupyu €IMHAYHbBIN HETaTHB. OnHopa3oBbIe
OCKOpOUTENbHBIE COOOIIECHHS JydYlle WIHOpUpoBaTh. OOBIMHO arpeccus
MPEKPaNIaeTCsl Ha HAYAJIbHOM CTaJIUH;

7. bam arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMHU
COOOIIEHUSIMU, B COLMAIBHBIX CETAX €CTh BO3MOXHOCTb OJOKHPOBKHU
OTIIPaBKU COOOILEHUH C ONPEIEICHHBIX aJPECOB;

8. Eciu T1b1 cBumerens kubepOymiuura. TBoum  aeiicTBUS:
BBICTYIIUTh NPOTHUB NPECIENOBATENS, NOKa3aTh €My, YTO €ro JIEeUCTBUA
OLICHUBAIOTCA  HEraTUBHO, TMOJAEPKAaThb JKEPTBY, KOTOPOM  HYXHa
IICUXOJIOTMYECKas MOMOIIb, COOOIIMTH B3pOCIBIM O (aKT€ arpecCHUBHOTO

ITIOBCIACHHUA B CCTH.

MoouanLHbBIN TeJaehoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COAEPIKAT B ceOE BIIOTHE B3POCIbIi
(GyHKIMOHAJ, ¥ TEHepb OHU MOIYT KOHKYpPHpPOBaTb CO CTAallMOHAPHBIMU
KoMmnbroTepamMu. OIHAKO, CPEAICTB 3aLIUTHI ISl TOJJOOHBIX YCTPOMCTB MOKA OYEHb
Maso. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,
kak i [1K, o e camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ HNpPaKkTUYECKH JIOTHAIIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIIEYET 3a COoOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKpPHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI 111 0€30MACHOCTH MOOMJIBHOIO TesledoHa:

1. Bynb ocTopoxeH, Beap Koraa Tede IpeayiaraloT OecIuIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-TO IUIATHBIE YCIIYTH;

2. Hymaii, npexxae yeMm otnpaButb SMS, doto wiu Buaeo. Tbl

TOYHO 3HaeIllb, T OHU OYAYT B KOHEYHOM UTOTe?

3. HeoO6xonumo OOHOBIATE OMEPAIMOHHYIO CHUCTEMY TBOETO
cMapTQoHa;

4, Hcrnionp3yil aHTUBHPYCHBIE TIPOTPAMMBI  JJIE  MOOMIIBHBIX
TenedOHOB;

5. He 3arpyxaii nmpuiaokeHus OT HEU3BECTHOTO MCTOYHHKA, BEIb

OHHU MOI'yT COACPIKATb BpCAOHOCHOC IIPOrpaMMHOC O6€CH€‘{€HI/IC;



6. Ilocime Toro xak Thl BBIMJENIL C CaiiTa, T€ BBOAWI JIMYHYIO
uH(OpMaIUIO, 3aiiT1 B HACTPOUKHU Opay3epa u yaaiau cookies;

7. [leppoguuecku  mpoBepsii  Kakue  IUIATHBIE  YCIYTH
aKTUBHPOBAHBI HA TBOEM HOMEPE;

8.  Jlaaii cBOoM HOMEp MOOWJIBHOTO TejiehOoHA TOJIBKO JIIOJISAM,
KOTOPBIX ThI 3HACIIb U KOMY JIOBEPSCIIb;

Q. Bluetooth pomken OBITH BBIKIIIOYEH, KOrJa ThI MM HE

noJsib3yenibes. He 3a0b1Bail HHOT 1A IPOBEPSITH 3TO.

OUINHHT WK KPaKa JHYHbIX JAHHBIX

['maBHas uenp ¢ummHr - BuAa WHTEpHET-MOIIIEHHUYECTBA, COCTOUT B
MOJIYYeHUN KOH(PUICHIMATBHBIX JAHHBIX MOJb30BaTeNIed — JIOTHHOB M MapOJIEH.
Ha anrnmiickom sa3bike phishing uyutaercs kak ¢ummnr (ot fishing — priOHas
JIOBJIs1, password — maposin).

OcHOBHBIE COBETHI IO 0OPbOE ¢ PUIIUHIOM:

1.  Cnenu 3a cBouM akkayHTOM. Eciu Thl I0/103peBaeliib, YTO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ U COOOIIMTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yit Ge3omacHbie BeO-CalThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3. Ucnions3yil crnokHbie U pa3Hbie mapoiu. Takum oOpaszoMm, eciiu
T€0sl B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH MOIY4YaT JOCTYN TOJIBKO K OAHOMY
TBOEMY NMPO(UIIIO B CETH, & HE KO BCEM;

4, Ecnu Te0s B310Maiu, To HEOOX0IUMO MPETyIPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE 100aBJICHBI Y T€OS B IPY3bAX, O TOM, YTO T€OsI B3IOMAIU
¥, BO3MOXXHO, OT TBOET0 HMMEHHU OyJeT pacchlIaThCsl CllaM M CCBUJIKM Ha

(UIIMHTOBBIE CANTHI;

S. YcranoBu HagexHbli napoib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTkJTr0uM coOXpaHeHue napodsi B Opaysepe;
1. He oTkpsiBaii ¢aitnel U Apyrue BIOKEHUS B TUChMaX J1aXKe €CIH

OHM NPHIUIA OT TBOUX Jpy3el. Jlydile yTouHu y HUX, OTHPABIUIM JIA OHU

Tebe 3T (ailibl.



